CREDIT CARD FRAUD – HOW DO I PROTECT MYSELF


Mr. Sanju Fernandes is currently the Managing Director of Talent Management Inc, which caters to customized corporate training needs. He has more than 23 years of managerial experience at various multi-nationals like Diners club, ANZ Grindlays Bank and HSBC. Mr. Fernandes provided us valuable insights on how we can protect ourselves from Credit Card Frauds.


Different types of Credit card frauds

Credit card frauds are cases where one fraudulently uses someone else's credit card to purchase goods or services without their authorization. The main benefit to each cardholder is convenience. Though many new better methods of safety and security are being introduced with the Credit card getting smarter each day, the number of credit card fraud has also increased with the introduction of newer technology. Thus, the fraudsters keep finding new solutions to cheat, some of which are given below:

1. Lost or Stolen Cards: Stolen Credit cards remain usable until credit card holders call up the card issuer and block their cards. Stolen cards are openly sold in the streets of many foreign countries like, Hong Kong, China and Malaysia. The price of a credit card stolen five days back will be more than the card stolen ten days back.   
           
2. Counterfeiting: A counterfeit card is one that has been scanned, printed, recoded or swiped without the card issuer’s permission. Most cases of counterfeiting involve the magnetic strip on a card being electronically copied on the other without the knowledge of the card holder. This is common at restaurants or bars. 
               
3. Fake Cards:  Credit card fraud skimming involves genuine information which is on the magnetic strip is transferred onto a new piece of plastic without the card holder’s knowledge. Such an operation normally involves many complex pieces of instruments and machinery.

4. Altered Card Fraud: The credit card which has a photograph and validity date gets altered or substituted by lifting and replacing the laminate including holographic image.

5. White Plastic Fraud: This is very common when legitimate account numbers are embossed on blank, white, or altered cards by a merchant who often works in collusion with the fraudster to misuse a bank card. He splits the sales draft income with the person supplying the account numbers.


Protection Of the Credit Card 

We can avoid credit card fraud by following the guidelines as mentioned below:
 
· The credit card should be immediately signed on its receipt.

· Treat credit cards as if they were real money.

· Change your PIN at regular intervals. Do not use obvious PIN like birth dates. Do not keep your PIN in your wallet or with the card holder. 

· While destroying the expired card, cut the card diagonally thus destroying the card security code, magnetic strip, signature strip, and expiry date. 

· If you lose the credit card, inform your Bank or credit card Company immediately so as to freeze the card and prevent any purchases with immediate effect. 

· Always check the name on your card while leaving the place after completion of transactions.

· Verify transactions on your statement with your receipts.  If you have not received your monthly ‘Credit Statement’, enquire with your credit card company immediately. 

· Make sure to shop only from secure websites for making purchases over the Internet as you are required to give the Card Verification Value (CVV) which can be misused.

Thus, you can prevent Credit card fraud at least minimize its impact on your financial stability.  
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